LxDCS - ITAKET IJII PASPABOTKHU PACIIPEOEJIEHHDBIX
CHUCTEM VIIPABJIIEHUA

1. OBIIIME ITOJIO2KEHW 4.

1.1. BBegoeuue

OpenSource orepalnuoOHHBIE CHCTEMBI U MOPUIOXKEHWS [JIS HHUX IIOJy4aloT Bce OobIilee
pacopocTtpanenue. [TossBIeHre BHICOKOIIPOU3BOOUTENbHEIX U HEIOPOTruxX KOHTPosiepoB ¢ OC Linux
MO3BOJIIET WCIONb30BaTh MX KaK aJlbTepPHATHBY TpamuIMOHHEIM PLC B aBTOMaTH3allWU
ITPOM3BONCTBEHHLIX IIPOIIECCOB, a OOraThIli BHIOOP CBOOOMHOIO IIPOrPAaMMHOI0 OO0eCIIeUYeHUs Oiis
pa3paboTKu rpaduyIecKux IPHUIOXKEHWH maeT BO3MOXKHOCTL co3maBaTb HMI mi000# CIIOKHOCTH.
IIpoekT LxDCS - momwITKa co3maHusi Habopa OuOMMOTEK M 0a30BBIX HNPUIOKEHWHN IS CO3MaHUS
pacrpeneneHHbIX CUCTEM YIIPaBJIEHHEe TeXHOIOTHYeCKHUM 000pyoOBaHHUEM.

1.2. Ha3maueHnue

ITakeT IIpegHa3Ha4YeH MOJIid pa3p8,60TKI/I CHUCTEeM aBTOMATHU3alluM ITPOM3BOOCTBEHHEBIX IIPOIIECCOB
Pa3HBIX YPOBHEM CIIOXKHOCTH, OT aBTOHOMHBEIX CHCTeM cOopa JaHHBEIX U yIpaBjieHus Ha 6aze 1K u
MUKDPOKOHTDPOJIJIEPOB, OO pacCOpefeleHHBIX MHOIOYPOBHEBBIX KOMIIJIEKCOB  BKJIIOYAIOIIHUX
Linux-KoHTposmneps!, cTanmuun HMI u cepBepa maHHLIX, CBI3aHHLIE JIOKAJIbHOM CETHI0 C OOMEHOM
OAaHHBIMM B pPeaJlbHOM BpPEMEHU, MOelleHTPaJM30BaHHOM 00paboTKOM U C BO3MOXKHOCTBIO
pe3epBUpoOBaHus 000PYOOBaHUS M XPaHUIIHUIN HaHHBIX. [lomgepzKKa CTaHOAPTHBIX TPOMBIIIIEHHBIX
IIPOTOKOJIOB ITO3BOJIAET UCIIOIL30BaTh B cOoCTaBe cucteM Tak ke PLC u gpyrue ycrpoiictsa. [laker
OPUEHTHUPOBAH Ha CHEIHUaICTOB, HMEIOUIUX MOpencraBieHue o cuctemMax UNIX/Linux u
IporpaMMUPOBaHMU Ha si3biKe Cu. OgHaKO, Kak IToKa3biBaeT 10-1eTHSS TpaKTUKa UCIIOIb30BaHMs,
OJIsI CO3OaHusT HECJIOXKHBIX CHUCTEeM cOopa [aHHBIX OOCTATOYHO HaOopa BXOOSIIUX B IIAKeT
IPWIOXKEHUH.

1.3. Upgeonorus

ITpu pazpaboTKe apXUTEKTYPHI CUCTEMBI MCIIOIb30BAIUCh CIENYIOIINE TPUHITUITHL:

- KoMmakTHBIN HpOFpaMMHbIﬁ KOO C MHHHMAJIBHBIM HCIIOJIB3OBaHHEM BHEIITHUX OMOTHOTEeK U
TYJIKUTOB.

- TlepeHOCUMOCTH Ha pas3Hbie amnmapaTHeie naTdopMer apyrue UNIX-nogobubie OC 663 n3MeHEeHUs
HMCXOOHOT0 KOJa.

- Wcnonb3oBaHue OMHUX M TeX Ke MPHUJIOKEHWH Ha BCeX YPOBHAX - OT MHUKPOKOHTPOJIIEpax [o
cepBepa. JIioboe TpunoXKeHWe MOXKeT paboTaTh KaK aBTOHOMHO, TaK W B JI000M KOMOWHAIUU
37I€MEHTOB CUCTEMHI.

- MacmrabupyeMoCThb - B3MOXKHOCTh IIOCTPOEHHUS KaK IIPOCTHIX aBTOHOMHBIX CUCTEM KOHTPOJIIS HO
TEPPUTOPHUATLHO PachpefeieHHbIX KOMIITEKCOB.

- MakcuMmasnibHOe YIIpOIIeHHe pPa3apOO0TKM VIIPABISAIONIUNX IIPOrPaMM M HOBBIX MIPUIIOXKEHUN U
OpaiBepPOB BBOOa-BLIBOIA C UCIIOIb30BaHueM 0ubnuoTeku LxDCS 1 mporpaMHEIX I11aGI0HOB.



B cucTeMme He UCIIONB3YIOTCS:

- Kaxkue-nu6o rpaduyeckre cpencTBa KOHGUTYPUpPOBaHUSA. [IpunoKeHUs HaCTPaUBaIOTCSA
pemakTUpPOBaHUEM IIPOCTHIX TEKCTOBRIBHIX (haiiyioB, Kak 3To mpuHsaTo B UNIX cucTemax.

- Texmonoruss OPC. [I513 CBSI3U C yCTPOUCTBaM BBOHOa-BEIBOAA MCIIOIB3YIOTCS OpanBepa.

- SQL-CYB]I. Kak moka3blBaeT IIPaKTHWKa, 9Ta TEXHOIOTHs KpaiHe HesddeKTHBHaA OJis paboTHI C
OOHOPOOHBIMM TEXHOJIOTMYECKUMM HOaHHBIMH, TeM 0Oojiee B peajbHOM BpeMeHu. s XpaHeHUs
OaHHBIX HCIIONb3yeTcss cobcTBeHHass BII. [Ins aKcmopTa BO3MOXKHO COHaBaTh MACCHUBHI HAHHBIX B
BUIe .csv (¢atoB. BoamoxkHo co3ganue SQL-unTepdetica Kk B, oqHaKOo 3TO MOKa He MJIaHUPYyeTCs.

- MOK-sa3biku. [IjIsT HaAIMCAHUS CJIOXKHBIX YIIPABJIAIOIINX IIPOrpaMM MCHONL3VIOTCS S3EIK CH u
OuOIMOTEeKH IaKeTa. JJIeMeHTapHyi0 o0paboTKy MmaHHBEIX (apudMeTHKa, HM3BIeYeHHEe KB.KOPHS,
JIOTUYEeCKHe OIlepallii) U reHepalluio YIIPABIAIONINX CUTHAIOB MOXKHO BHITIOJIHATE HEIIOCPEICTBEHHO
B [IpaliBepax BBOMa-BEIBOAQ, C IIOMOIILI0 AUPEKTUB B KOHGUTYpaIlMoHHOM (aliie gpaliBepa.



1.4. ApxuTeKTypa

KoHburypaius TeXHUYECKUX CPEACTB CUCTEMHI BKITIOUAeT YeTHIPe YPOBHS: IOJIEBoe 000PyIOBaHME,

PLC u LxDCS-xoctsl 1 WEB-KITUEHTHI:
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HepBBIfI YPOBEHBb BKJIIIO4YaeT QHAJIOTOBBIN U OUCKPETHBIE NAaTYUKHN (1)I/I3I/I‘-IGCKI/IX BEJIN4YHH,

HCIIOJIHUTEJIbHBIE ME€XaHN3MBI, OPIraHbl PYYHOI'O YIIPABJIEHUA U 3adaHUA IIapaMeTpPOB, CUTHAJIN3alluu
Hu T.II.

BTopoi ypoBeHS - IPOrpaMMHUPyEMEbIE JIOTHYECKHe KOHTPOJIIEPHl ¥ IPyTrie HHTEeNIeKTyaIbHbIe
YCTPOMCTBA M3MEPEHUS U yIIpaBleHus (ycTpoucTBa cOopa MaHHBIX, PaCXOIOMEPH], CYETHKHU
9J1.9Hepruu, HudpoBLie PEryasaTOpPHl U T.O.), uMeromme RS232/485 unu Ethernet unTepdeiicy u
moaepKUBalolllie CTaHOapTHRIE IIPOTOKOIE mepegayu ganueix (MODBUS, DCON...).

TpeTuil YPOBEHb BK/IIOYAET yIPABIISAIOIMINE KOMILIOTEDH], ONPEPAaTOPCKHE CTaHIMe U CepBepa
OaHHBIX, C HabopoM HeobxoouMEBIX mpunoxenun LxDCS, oObeOuHEHHBIE JIOKAJIbHOU
BBIUHCJIUTENLHOM CeThl0. K TpeTbeMy YPOBHIO OTHOCATCS Tak Ke K Linux-based KoHTpomnseprl, B
9TOM CJIy4dae II0JIEBOe O0OpyHOBaHMWE MOOKIIIOYAETCs HEIOCPENCTBEHHO K HUM. OOMeH HaHHBIMU
MeXAy XOCTaMHU IIPOU3BOOUTCS B pealbHOM DPeXUME BPEMEHH, IIpUYeM KaXAbIW XOCT UMeeT
BO3MOZKHOCTbH II0JIy4aTh OaHHEBIE C JIF0O0r0 IPYyToro.

YeTBepTHIH YPOBEHbD - JIOKaIbHEIE U yaoareHHble WEB-KIHEeHTH, KOTOPBIMU SIBJISIECST OOBIYHBIM
WHTEpPHEeT-O0pay3ep, C TIOMOIIBI0 KOTOPOTO MOXKHO TMOJYYUTh TEKYIIYI0 W HCTOPUYECKYIO
nHGOPMAIHIO O TEXITIPOIIECCAX B BUAE TAOIUI] U TPEHIOB.



OCHOBHBIM 3JIEMEHTOM CUCTEMHI aBysgeTcd XocT (LxDCS-host) - KoMIBIOTEDP WU KOHTPOJIIIED C
OC Linux u nporpaMMHbIM 06ecrieuennem LxDCS.
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CTpyKTypa nporpaMMHoro obecmnedenust LxDCS

OCHOBHBIM 3JIEMEHTOM XOCTa SBJIETCSI HAOOp PErucTpoB, T'Oe XPaHSATCS TeKyllue 3HaYeHUs
TEXHOJIOTUYECKUX ITapaMeTPOB, Pe3yiabTaThl MX 00pabOTKY U YIPABIISIONINE CHUTHAJIBL. PerucTphl
MMEIOT [IBa THIIA, [JIS COOTBETCTBYIOIIUX THUIIOB MaHHBLIX - aHamoroBhkie (ARn, Analog Register) u
ouckpetrHble (DRn, Discret Register). CogepXuMoe perucTpoB AOCTYIIHO IS BCEX MHPUIOKEHUHU
LxDCS. MakcuMalnbHOe YHCII0O KaXKOoro THUIla PEerucTpPoB MOaHHBIX - 65535. Heobxomumoe miis
KOHKPETHOI'0 XOCTa YMCJIO PEerucTpoB 3amaeTrcsa B daiine /etc/lxdcs.conf. [ns xpaHeHus
vHpopMamuu o0 paboTe IPUIOXKEHUH, a TaK XKe YyIPaBlIeHus WX BBHIIOTHEHWEM MOpeaHa3Ha4YeHb
cnyxebubie peructpsl (SRn, Status Register).

II1st paboTHI C pErUCTPaMU ITpeqHAa3HAUYEHEI IBa ITPUIOKEHUS :

- lC_I'I'W - KOHCOJIbHasA YTHWUIJIWUTA, IIO3BOJIAIOIIAsA IIPOCMATPUBATh W HU3MEHATH COOEP2XKUMOE
PEruCTpoB JaHHEIX

- lc_simd - cuMmynsTOp [aAHHBIX, TEHEPUPYET ClydalHble 3HAYEHUS PETUCTPOB AAHHBIX C
olpenereHHBEIM [OUAla30HOM, OUCKPETHOCTBHI0O M IepuomoM. MoXeT UCIONIb30BaThCSA I
OTJIaflK¥ IIPOEKTOB.



1.5. IToocucTeMa BBOoda-BbIBOOA

IIpenHa3HadeHa A7 CBSA3U C TEXHUUYECKUMU CPEICTBAMM BTOPOI'0O YPOBHS M BKJIIOYaeT ApalBepa
yCTpoMCTB, uMetomux uHTepdetic RS232/485, a Tak Xe BCTPOEHHBIX MOAYJsell BBOOA-BHIBOIA
QHAaJIOTOBEIX ¥ OUCKPETHHIX CUTHAIOB. [laHHEBEIE, CYUTAHHBIE C 3TUX YCTPONCTB 3alKCHIBAIOTCS B
peructpst AR u DR, oTrTyna xKe GepyTcs maHHBIE [JI5 BEIBOMA YIIPABJISIONIUX BO3AeMCcTBUM. Kakabii
OpauBep IIO3BOJISET TaK K€ BBIIONHATHL IIPOCTYI0 00pabOTKYy BBEOEHHEIX HAHHBIX (JIOTMYECKUEe U
apudpmMeTMUecKUe OIepaluu), T.e. MOXKET UCHOIb30BaTbCA [JIs1 HECJOXKHBIX aJITOPUTMOB
yIIpaBIIE€HUS.

B cocTaB momcucCTeMEBI BXOOSAT clienymwolinue 1rmporpaMMHbl:

- Icio_i7kd - BBOO-BBIBOM @HAJIOTOBEIX M OUCKPETHHIX MaHHBIX ¢ Mopynei ICP cepum I-7000 u
OIPYTUX YCTPOMUCTB, UMeIuX npotokon oomera DCON (ADAM-4000/5000, NuDam-6000, u gp.).
Kpome BBOOa-BEHIBOMIA HaHHBIX MMEETCS BO3MOXKHOCTD BBIIIOJTHEHUS MaTeMaTUYEeCKUX MEeUCTBUU
HaJl [aHHBIMU (BBIYKCJIEHME PAacXOOoB, CYMMHMpOBaHuWe U T.i.). [lapaMeTphl [OpaiBepOB
HacTpamBalOTCs C IOMOIIbIO KOH(MUTYpPallMOHHEIX (paliyioB, pacnonoxeHHbX B $LXDCSDIR/etc.

- Icio_modbusd - BBOI-BLIBO[ JaHHBIX C YCTPOUCTB, MUMEIOIINX NPOTOKOoNI o6MeHa MODBUS/RTU
(PLC, YC[, y3nEl ydyeTa, YCTPOUCTBa yIIpaBlIeHUs, YaCTOTHLEIe IIpeobpa3oBaTeny U T.11.). Tak Xe
HMMeIOTCSI BO3MOXKHOCTH BEIIIOJIHEHUS MaTeMaTU4eCKUX olepanuii Haf JaHHBIMU.

- Icio_mbc - KoHCONMbHasA YTUINTA, MO3BOJIAIOIIASA IIPOCMaTpPUBaATh M U3MEHATH COOEPIKUMOE
PETuCTPOB YCTPOUCTB, uMetomux nporokon MODBUS.

- lcio_micrond - BBOg [OaHHBEIX C MHTEJJIEKTYallbHBIX CYETYUKOB 3JIEKTPOIHEPTUU
cepuu "Mukpon".

- lcio_emicrod - BBoxm pmauubIX ¢ YCIII ydera anmekTposHeprun JHeprusi-MUKPO. [Nporpamma
TIEPUOOUYECKU CUUTHIBAET YCPEOHEHHBIE TDEXMUHYTHRIE 3HAUEHUST TOTPEOITEMON MOIITHOCTH TI0
3alaHHBIM KaHaJjlaM ¥ BRIYUCJIISET 3HAaUYEeHUsI MOIITHOCTEM 110 TPyIInaM rorpebureneii. Pe3ymbTaTh
3aNuCHIBAIOTCSI HETIOCPELCTBEHHO B apXUB.

- Icio_serial - 111a6i10H 151 CO30aHUs IPANBEPOB U YIIPABISIIONIUX ITPUIOKEHUH [JIST YCTPOUCTB C
IIocjieqoBaTeIbHEIM UHTEPGhENCOM.

1.6. IloocucrTeMa apxXUBHPOBAHHSI.

IpegHasHa4veHa OJIs XPaHEHUs UCTOPUYECKUX 3HAUYEHWH TEXHOJIOTHYECKHUX ITapaMeTpoB. B cocTaB
IO CUCTEMBI BXOTSAT CJIeNYIONINe IPOrPaMMEI:

- lcdb_admin - yrunura paboTel ¢ ¢aitnamMu 06a3bl OaHHBIX. [l03BOJIAET CO3[OaBaTh,
PemakTHPOBAThL U MMPOCMATPUBATL CTPYKTYPY U cogepkuMoe (ainoB 6a3nl MJaHHBIX.

- lcdb_archd - apxwBupoBaHuMe maHHBIX. B 06a3y maHHBIX MOT'YT 3alHCBHIBAIOTCS TEKYIIHE
3HAQYEHUS PErUCTPOB C MHTEepBasioM ofuH B 10 MunucekyHn, 1 cekHAY, yCpeqHEeHHbIe 3HAaUeHUS
3a MUHYTY ¥ 4ac. [lmana3oH apxXUBUPYEMEIX PETHCTPOB U HEOOXOOMMEBIE TUIIEI MHTEPBAJIOB, a Tak
e CPOK XpaHeHMs JaHHBIX [JI KaXKOOoro TUIla 3ajaeTcs B ¢aiyie KOHDUrypalum.

- lcdb_calc - yTunuTa BHIYKMCIEHUS YCPEOHEHHBIX W CYMMAapPHBIX 3HAYEHWN 3a pPa3TUYHBIE
WHTEPBAJIEl BpEMEHH.

- lcdb_print - yrunuta BEIOOPKY DaHHBIX, PE3y/IbTAaT MOXKET BHIBOOUTHCS KakK Ha 9KpaH, Tak U B
csv-gaiin.



1.7. CeTeBasi moacHucTeMa.

IpemHasHaveHa OJist oOMeHa maHHBIMY Mexay LxDCS-xocTamMu IO JTIOKaJIbHOM BHEIYUCITUTEIbHOMN
CeTu B peaslbHOM BPEMEHHU, a TaK XKe [OJi1 oOMeHa [aHHBIMU C Pa3JIUYHBIMU YCTPONUCTBaAMHU,
uMeromumu nHTepderic Ethernet u mompmepxuBatoiiue mporokon MODBUS/TCP. Hactpoliku Bcex
MIPUJIOKEHUM  OCYLIECTBJIAIOTCS  KOHGUTYpanuoHHLIMM  (Qatimamu. I[lomcucteMa BKIIIOYaeT
CIIenyIoUiye IPOorpaMMEHI:

- Icnt_modbusd - cepsep MODBUS/TCP (MODBUS slave),nonnepzKuBaeT KakK CTaHOapTHBIE
dyukuuu MODBUS, Tak u cunenuduueckue ans LxDCS ¢yHKIMM, o0ecieunBaloiie mTOCTYII K
0a3e maHHBIX.

- lcnt_mbtc - xouHconmpHBIM KnmeHT MODBUS/TCP, mo3BONAMOIINE YUTATh U 3alUCHIBATh
PETUCTPHL U apXVBHBIE JaHHLIE Ha JIOKAJILHOM U ypaneHHoM LxDCS-xocTe unu j1io60M OPYTOM
CEeTeBOM YCTPOMCTBE, ITOOIePKUBA0IEM ITPOTOK0nI odMena MODBUS/TCP.

- lcnt_modbuscd - knmuear MODBUS/TCP (MODBUS master), obecrieunBaeT MUKINYECKUN
obmeH mauHbIMU ¢ MODBUS/TCP ycTpolicTBaMu. B KauecTBe IpueMHUKa U UCTOYHUKA MaHHBIX
ucnonb3yrwTrcsa peructpel AR u DR.

- lcntudpsd - mporpamMma, IepuoOOWYEcKHW OTIIPaBiAoINas IMMPOKOBENIaTEIbHEIE ITAKETHI C
3aJaHHBIM MHTEPBAJIOM BpeMeHU, COOepxKallliie TeKyIlue 3Ha4eHUs OlpeNeIeHHBIX aHaI0TOBEIX
U OUCKPETHHIX peructpoB LxDCS-xocTa.

- Icntudprd - nporpamMma, DTpHHMMAIOIAS INMMPOKOBENIATEIbHEIE ITAKETHl OT OIIpPemeleHHBIX
LxDCS-xoctoB. IIpom3BOOUT BHIOOPKY HEOOXOOMMBIX HAHHLIX M 3alHUCHIBAET HX B
cooTrBeTcTBYyIOLIME perucTtpel AR u DR xocTa-nipueMHuKa.

1.8. Ilogcucrtema X Window Bu3ya/Iu3aniu.

ITpenHa3Ha4yeHa i OTOOpazKeHUs TEKYIIUX M apXUBHBIX TEXHOJIOTMYECKUX JaHHBIX Ha MOHUTOPE
paboueii cTaHIMK C rpaduueckou cucteMor XWindows, a Tak XKe O 3afaHUS YIPaBISIOIINX
BO3mericTBui. HaGop M mociemoBaTeNbHOCTL (GOPM OTOOpazkKeHusT MOXKET 3amaBaThbCs B JII0O00M
Mopsiike C ToMOMIIbI0 KOoH(UrypanmoHHBIX (ainoB. IlomcucTeMa BKIIIOYAET CJIEAYIOIIUe
ITPUIOKEHU S :

- lcvx_menu - meH1o BrI6opa popM oToOparkeHus.

- lcvx_mnemo - MHEMOCXeMa, 0To6pa)KaeT TeKylIue 3Ha4YeHUsI TEXHOJIOTUYECKHUX NaHHBIX B BUOE
nupPOBEIX ¥ JNUHEWHBIX IIKaJd ¥ [OHUCKPETHBIX WHOWKATOPOB Ha (OHE CXeMaTHYeCKOro
u300paXkeHust IPOU3BOACTBEHHOIO0 O0LEKTa.

- lcvx_rview - OT06pa}KeHI/Ie TEeKyIIux 3HAYEeHUU aHaJIOTOBLIX U OUCKPETHEIX DErucTpoOB.

- lcvx_tabtrend - orobpaxkeHre UCTOPUUECKUX 3HAUEHUN TEXHOJIOTUYECKHUX ITapaMeTPOB B BUTIE
TPEHOOB U TabJIuII.

- Icvx_set - ma"ens BBOMA yIIPaBISIOUINX BO3ENCTBUHN 1 U3MEHEHNS [TapaMeTPOB.



1.9. WEB-Bu3yaiu3anus.

Hab6op Ouwmaprabix CGI ¢datinmoB mnmst http cepeepa (Apache, Nginx, Boa...). [IOIOIMHUTETBHBIX
npunoxenuit (PHP u T.m) He TpebyeTrcsi. Habop u mocnenoBaTenbHOCTh (OPM OTOOpaKeHUsS MOXKET
3amaBaTrbCs B JIIOOOM IIOPSITKE C IIOMOWIBI0O KOHOUIYPAUMOHHBIX (aiioB, CTPYKTypa KOTOPHIX
aHaJIoTMYHa KOHGUTYpaIMoHHLIM ¢atinam mnomcuctembl X Window Busyanmsanuu. CocTaB
MO CUCTEMBI:

- lcgi_index - menioo BriGopa ¢opm oToOpaxkeHHsI, MOXKeT OToOpazKaThb TaK zKe TEKYyIIue
3HAYEHUS OaHHBIX.

- lcgi_tabtrend - oToOGpaxkeHue UCTOPUUECKUX 3HAUEHUN TEXHOJIOTMYECKUX ITapaMeTpPOB B BUTIE
TPEHOOB U TabJIuII.

1.10. Yopasasonige nmporpaMMabl.

[Tonp3oBaTenb MOXKET CO3JaBaTh IeJIeBble VIIPaBIAIOIIME IIPOrPaMMEI, MCIIONL3YyS NpPHU
pas3paborke 6ubmuoreku LxDCS - yHKIIMM BBOMA-BHIBOOA, PETYIMPOBaHUS, M PaboThl ¢ Oa3ou
OaHHBIX.

- lcc_pattern.c - 111a6m10H OjIs CO3maHUS YIIPABIISIONIAX IIPOTPaMM.



