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1. OBIINE IIOJIO2KEHI £1.

1.1. BBenenue.

OpenSource onepanuoHHbIe CHCTEMbBI U TTPUJIOKEHUS I HUX MOJTYIAI0T BCE
bosbiee pacnpocrpanenne. llosBiienne BRICOKONPOU3BOIUTEIBHBIX H HEIO-
porux KoHTposIepoB ¢ OC Linux mo3BoJisieT HCIOIb30BAThH UX KaK aJbTepHA-
TuBY TpaauiuoHabiM PLC B aBTOMaTH3a1IMK TPOU3BOICTBEHHBIX IPOLECCOB,
a borarwiii BHIOOP ¢BODOIHOIO MPOrPAMMHOIO ODEecIedeH sl I Pa3paboTKu
rpapuaecKux MpUIOKEHUi JaeT BO3MOKHOCTE co3naBaTh HMI sioboii ciroxk-
mocru. [Ipoexkt LxDCS - momnbiTKa co3manuns Habopa O6uOIHOTEK U 6A30BBIX
IPUIOXKEHUH /ISl CO3JaHNs PACIIPeIeIeHHBIX CHCTeM yIIPaBJIeHHe TeXHOJIO-
TUYECKUM OOOPYIOBAHUEM.

1.2. Hasuauenue

[Taker mpeana3zHa4ven s pa3pabOTKU CHCTEM aBTOMATH3AIlUU MPOU3BOJI-
CTBEHHBIX MPOIECCOB PA3HBIX YPOBHEH CJ0YKHOCTH, OT aBTOHOMHBIX CUCTEM
cbopa JaHHBIX U yupas/ienud Ha 6a3e IIK 1 MEKpOKOHTPOJLIEPOB, 10 pacipe-
JIeJIEHHBIX MHOT'OYPOBHEBBIX KOMILIEKCOB BKJIIOYAIONINX LinuX-KOHTPOJLIEPHI,
craniun HMI u cepBepa jaHHBIX, CBS3aHHbIE JIOKAJBHOW CeThbIO ¢ 0OMe-
HOM JIAHHBIMH B PEAJILHOM BPEMEHHU, JeNeHTPaJIn30BaHHoi 06paboTKoit u ¢
BO3MOKHOCTBIO PE3epBUPOBAHUS O0OPYAOBAHUS W XPAHUJIAIL AaHHbIX. [Toj-
JIep>KKa CTAHIAPTHBIX MPOMBINLIEHHBIX MPOTOKOJIOB IO3BOJISET HCIOJIb30-
BaTh B cocTaBe cucteM Tak ke PLC u apyrue ycrpoiictBa. [laker opuenTu-
POBAH Ha CLENUAJIUCTOB, UMEIONKX npecrasiaenue o cucremax UNIX /Linux
un nporpammupoBanuu Ha s3bike Cu. OnHako, Kak mokasbiBaeT 10-jgeTHsis
MPAKTHKA UCIIOIb30BAHUA, /IS CO3JaHU HECJTOKHBIX cUCTeM cOopa JaHHBIX
JIOCTATOYHO HAOOPa BXOJAIIMX B IMaKET IPUIOKEHHII.



1.3. M neonorus

[Ipu pa3zpaboTke apXUTEKTYPbl CUCTEMBI UCTIOIH30BAIUCH CJICIYIONINE TTPHH-
IIUIIBL:

e KoMIaKTHBIN IPOrPAMMHBIH KOJI ¢ MUHUMAIBHBIM UCIOIb30BAHUEM BHEIII-
HUX OHOJIMOTEK U TYJIKUTOB.

e [lepenocumocTh Ha pasuble annapatibie miardopmbl japyrue UNIX-
nogobusie OC 6e3 u3MeHeHusI UCXOJTHOTO KOJIa.

e llcriosb3oBanMe OJHUX W TeX K€ NMPUIOKEHHH Ha BCEX YPOBHAX - OT
MHUKPOKOHTPOJLIEpAX /10 cepBepa. JI100oe npujiozkenue Mozker paborarb
KaK aBTOHOMHO, TaK U B JHO6OI71 KOM6I/IHaHI/II/I QJIEMEHTOB CHCTEMBI.

® MaCHITa6I/IpyeMOCTI) - BAMO2KHOCTD IIOCTPOEeHUd KaK IIPOCTBIX aBTOHOM-
HBIX CHCTEM KOHTPOJIA JO TEPPUTOPHAJTIBHO pacIIpeJe/JIeHHbIX KOMILICK-
COB.

e Makcuma/ibHOE YIpOINeHHe pa3apOOTKH YIPABIAIOIINX IIPOrPaMM U
HOBBIX IPHUJIOXKEHUI U IpaiiBepOB BBOJA-BBIBOIA € HCIIOJIb30BAHHEM
oubanorekun LxDCS u nporpaMubix maboHoB. B cucteMe He MCIOb-
BYIOTCS:

e Kakue-nmu6o rpacdudeckue cpejictBa Kondurypuposanusd. [Ipumoxke-
HUS HACTPAMBAIOTCS PEIAKTUPOBAHHEM IIPOCTBHIX TEKCTOBBIBBIX (haii-
JIOB, Kak 310 nmpuuaaTo B UNIX cucremax.

o Texuosorus OPC. Jls cBsi3u ¢ yeTpoiicTBaM BBOIA-BBIBO/IA HCIIOIb3Y-
I0TCA IpaiBepa.

e SQL-CVYB/I. Kak noka3biBaeT HpaKkTHKa, 9T TEXHOJIOIUs Kpaiine Head-
dexTuBHA 1151 PAOOTHI C OHOPOIHBIMU TEXHOJIOTHIECKUME JTAHHBIMHE,
Tem GoJiee B peasibHOM BpemeHu. /1 XpaHeHnsT JaHHBIX UCIOJIB3YeTCs
cobcrBennas B/1. lis sxkcmopTa BO3MOXKHO COJaBaTh MAaCCHBBI JTaHHBIX
B BHe .csv ¢aityioB. Bosmoxkno cosmanne SQL-untepdeiica k B/1, o-
HAKO 9TO MOKa He IJIAHUPYeTCH.

o MOK-a3biku. JIs Hanucanmst CJIOKHBIX YIPABJISIONIAX MPOTPAMM HC-
HOJIB3YIOTCA 36K CH 1 OMOINOTEKN MaKeTa. DIeMeHTapHY0 00paboT-
Ky JAHHBIX (apudMeTuka, W3BJIeYeHHe KB.KODHs, JOTHIECKHe Olepa-
IUH) ¥ TeHEPAIHIO YIPABJSIONMX CUTHATIOB MOYKHO BBITOJHATH HETO-
CPeCTBEHHO B JIpaiiBepax BBOJA-BBIBOJA, C MOMOIIHIO JUPEKTHB B KOH-
durypanuonnom daiine gpaiiepa.



2. APXUTEKTYPA CUCTEMbI

Konduryparuss TeXHHYIeCKIX CPeJICTB CHCTEMBbl BKIIOYAET YeThIpe yPOBHSI:
nojesoe obopynosanue, PLC u LxDCS-xoctet 1 WEB-K/IHeHTHI:
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Ipumep nocmpoenus PCY

e [lepBblit ypoBeHb BKJIIOYAET aHAJOTOBBIM U JUCKPETHBIE TATUYNKN (DH-
3UYECKUX BEJIUYWMH, UCITIOJHATEIbHBIE MEXaHU3MbBI, OPTaHbl PYYHOTO YIIPaB-
JIeHUS W 3aJaHud TapaMeTpPOB, CUTHAJU3AIMUN 1 T.11.

e Bropoii ypoBeHb - IpOrpaMMHEPY€EMbIe JIOTHIECKIE KOHTPOJLIEPHL U JIPY-
I'He HHTeJIEKTYATbHbIE YCTPOHCTBA H3MEPeHUsl i yIpaBieHus (yeTpoii-
cTBa €OOpa JAHHBIX, PACXOAOMEPBI, CUCTUKH 3J.9HEPrHH, IU(pPOBBIE
peryasropel u T.1.), umerormume RS232/485 uau Ethernet murepdeii-
CBl U TOJICPKUBAIONIAE CTAHIAPTHBIE IPOTOKOJILI IICPeIAdH IAHHBIX

(MODBUS, DCON...).

e T'peruit ypoBeHb BKJIIOYAET YIIPABJIAONINE KOMIBIOTEPHI, OMPepaTop-
CKHUe CTaHIlue W cepBepa JIaHHBIX, ¢ HADOPOM HEOOXOIUMBIX ITPUJIO-
xeunit LxDCS, o6 beuaennbe JTOKATBHON BEIYUCIUTENBHON ceThio. K



TPeTheMy YPOBHIO OTHOCATCH Tak ke m Linux-based KoHTpoJLIepHI, B
TOM CJIydae MoJeBoe 000PYI0BaHUE ITOIKII0IACTCd HEIIOCPEICTBEHHO K
auM. OOMeH JaHHBIMH MEKJIy XOCTAMHU ITPOM3BOJIUTCS B PEAJTLHOM pe-
JKHMe BpeMeHH, IpUUeM KaxKIblil XOCT HMeeT BO3MOYKHOCTDL I0JIyYaTh
JlaHHbIE C JIIOOOTO JIPyroro.

YeTBepThIil ypOBeHDb - JOKaJIbHBIE U yhajdeHHble WEDB-KnneHTHI, KO-

TOPBIMH dABJIsiecs OOBIYHBIM HHTEpPHET-Opay3ep, ¢ IIOMOIILI0 KOTOPOTO
MOYKHO TOJIYYIUTDH TEKYIIYI0O ¥ HCTOPUUIECKYIO0 HHMOPMAIINIO O TeXIIPO-
mneccax B Buje TabJIMIL U TPEH/IOB.

3. IIPOI'PAMMHBIE MOAYJIN LxDCS

BazoBbIM 3/IEMEHTOM CHCTEMBI SIBASETCS XOCT
nin kouTposep ¢ OC Linux 1 mporpamMMHBIM

(LxDCS-host) - xommbioTep
obecrieuenuem LxDCS.

VGA LxDCS host
{3 g WEB-HMI L —
XWINDOWS-HMI =} — SUBSYSTEMS m
SUBSYSTEMS P NETWORK z
m SUBSYSTEMS ™~
CONTROL DATA CONTROL LOCAL NETWORK
APPLICATION ARCHIVER APPLICATION
] [] )
DATA & STATUS REGISTER
[} ] ]
1/0 DRIVER 1/0 DRIVER 1/0 DRIVER
4 + )
SERIAL INTERNAL
ySn rEprace SN 1/0 DEVICE
RS232/485 RS232/485
MODBUS DCON
| ——
_T |l 2 P &
I ¥ IJ PLC .HMI ] & 1o AN g
RS . , \ 1IN OTHER LxDCS HOSTS
I\ DEVICE | I - /'r - X
> amm o oG g=w ¥ e
"‘3] (S~ ('&t ™~ i

Cmpyxmypae npozpammnozo obecnevenus LrDCS

OCHOBHBIM 3JIEMEHTOM XOCTa siBJIeTCst Habop peructpos (Rn), rae xpaHsaTest
TeKYIINe 3HAUYE€HNS TEXHOJOTHIECKHX [apaMeTpPOB, Pe3y/IbTarhbl UX 00padoT-
KA W ynpapJjsiorniue curaajbl. CoaepKHMOe PerucTpoB JTOCTYIHO IS BCEX
npuioxkernii LxDCS. MakcnmaibHOE 9HCI0 KaykKJI0r0 TUIA PErHCTPOB JaH-
HBIX - 65535. Heobxoaumoe I KOHKPETHOIO XOCTa YHCJIO PECHCTPOB 3a/1a-
ercs B daitne /ete/Ixdes.conf. [lnst xpanenus undopManuu o pabore MpUIIo-
JKeHUH, a TaK Ke YIIPABJIeHUs] UX BBIIOJHEHUEM IIPEIHASHAYEHDI CJ1yKeOHbIe
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peructpsbr (Sn, Status). /Tust paboThl ¢ perucTpaMu npeHa3HAYEHb! Ba, TPH-
JIOZKeHU:

® lC_I’I’W - KOHCOJIbHad YTHJ/IUTA, IIO3BOJIAIOIIAA ITPOCMATPUBATD U U3ME-
HATH COACPKUMOE PEruCTpOB JaHHBIX

e Ic_simd - cuMyISaTOpP JIAaHHBIX, FeHEPUPYET CJIyYaiiible 3HAYCHUs Peru-
CTPOB JAHHBIX C OIPejieIeHHBIM JTUalla30HOM, JUCKPETHOCTHIO U TIEePH-
osioM. MozKeT UCIoJIb30BaTHCS JI/Isi OTJIA/ KA POEKTOB.

3.1. IToacucrema BBOOa-BBIBOIA

[Ipenna3znadena it CBSI3M ¢ TEXHUYECKHUMU CPEJICTBAMH BTOPOTO YPOBHS
U BKJIIOYAET JipajiBepa ycTpoiicTs, uMmerorux untepdeiic RS232/485, a tak
JKe BCTPOEHHBIX MOJIyJIsdell BBO/Ia-BbIBO/IA AHAJOTOBBIX W JIMCKPETHBIX CUT-
HaoB. J[aHHBIe, CANTAHHBIE C THX YCTPONCTB 3aNMMCHIBAIOTCA B PETHCTPHI
AR u DR, orryma ke GepyTcst JaHHBIE I BBIBOJA YIPABJIAIONINX BO31eii-
crBuii. Kazkaprit gpaiiBep m03BOJISET TAK K€ BBIIOJIHATDH MPOCTYIO 00paboTKy
BBEJIEHHBIX JIAHHBIX (JOrHIecKue u apudMeTudecKue Oleparum), T.e. MOKeT
MCTIOJTB30BATHCS 71 HECJTOXKHBIX aJrOPpUTMOB yIpaBieHnd. B coctas mojacu-
CTeMBI BXOJIT CJIeIYIONINe TPOTPAMMBI:

e Icio i7kd - BBOJ-BBIBOJI aHAJOTOBBIX U JUCKPETHBIX JIAHHBIX C MOJLY-
geit [CP cepun [-7000 u apyrux ycTpoMCTB, UMEIOIIUX IIPOTOKOJ 00-
mena DCON (ADAM-4000/5000, NuDam-6000, u ap.). Kpome BBOjIA-
BBIBOJA JAHHBIX UMEETCs BO3MOYKHOCTD BBIIIOJIHEHUS MaTeMaTHYeCKIX
JefcTBril Hal TAHHBIME (BBIYHCJIEHHe PACXOI0B, CYMMUPOBAHIE H T.11. ).
[Tapamerpsl apaiiBepoB HACTPAUBAIOTCS C IMOMOIIBIO KOH(MUTYPAITIOH-
HbIX hailnos, pacnosoxkentbix B SLXDCSDIR )/ etc.

e Icio_ modbusd - BBOJ-BBIBOJ JJAHHBIX C YCTPONRCTB, UMEIOIIUX TTPOTOKOJT
obmena MODBUS/RTU (PLC, YC/, y31bl ydera, ycTpO#CTBa yIpPaB-
JIEHVsI, 4ACTOTHBIE TTPe0Opa30BaTe I U T.11. ). Tak yKe HMEITCs BO3MOK-
HOCTb BbILIOJIHEHUSI MATEMATUICCKUX OL€PALMIl HaJl JaHHbIMMU.

e Icio_mbc - KOHCOIbHAS YTUINTA, TO3BOJIAIONIAA ITPOCMATPUBATL U U3-

MEHSATDb COJIEPKUMOE PETHCTPOB YCTPOocTB, nuMeommux npotrokoa MODBUS.

e Icio_serial - mabJion juid co3JaHus JpaiiBepoB U yHPABJILAIONIMX IPHU-
JIOXKEHHH JIJ10 YCTPOMCTB ¢ IMOCe10BaTeIbHBIM HHTEePgheicoM.

3.2. Iloacucrema xpaneHusa JAHHBIX.



Hpeg:LHa3Haqua AJId XpaHeHUud HCTOPUYECKUX 3HAYEHUN TEXHOJOTHYECKUX
IIapaMeTpoOB. B cocras IIOACHUCTEMDBI BXOOAT CJIieAYyIoliue IIporpaMMbl:

e lcdb archd - apxuBupoBanue jganubix. B 6a3y gaHHBIX MOTYT 3aMUCHI-
BalOTCS TeKyIllHe 3HAUeHHsl PerUCTPOB C HHTePBaJIoM ojuH B 10 musn-
CeKyHI, 1 ceKHy, ycpelHeHHbIe 3HAUeHN 38 MUHYTY H Jac. Ananazon
APXWBUPYEMBIX DETHUCTPOB W HEOOXOIUMbIEe THITBI HHTEPBAJIOB, & TaK ¥Ke
CPOK XpaHEHUs JAHHBIX JJIs KazK/IOro THIIA 3a/iaeTcd B paiiie KoHpu-

Iy palliu.

e lcdb_calc - yrunuTa BBHIYHC/IEHHST YCPEIHEHHBIX M CYMMAapPHBIX 3HaUe-
HUI 3a pa3/IMYHble NHTEPBAJIbl BPEMEHN.

e lcdb_ print - yruinTa BBIOOPKHU JAHHBIX, PE3YILTAT MOYKET BBIBOJUTHCS
KaK Ha dKpaH, Tak U B cSV-ail.

3.3. CeTeBag moacucreMa.

[Ipennasnadena masg odbmena gaHHbIME Mexkay LxDCS-xoctamu mo JjioKajib-
HOIl BBLIYMCJHMTEILHOW CeTH B PeajbHOM BpEMEeHH, a TaK Ke JJjsd oOMeHa
JIAHHBIMH C PA3JIMIHBIMUA YyCTpoicTBaMHu, uMelomuMu uHTepdeiic Ethernet
u noiepkuBaorue nporokoa MODBUS/TCP. Hacrpoiiku Bcex mpuiozKe-
HU OCYIIECTBILIOTCH KoHUrypamnuonubivu daitiamu. [lojgcucrema BKIIO-
qaeT CJAeyIONue TPorpaMMbl:

e lent modbusd - cepsep MODBUS/TCP (MODBUS slave),nojiep:kupaer
kak craggaprasie pyakiun MODBUS, Tak u cienmuduaeckue qus LxDCS
dyHKIIH, obecriednBaloIie A0CTYI K 0a3e JaHHbBIX.

e lent mbte - koncosbubiit kamenr MODBUS/TCP, nospostonuii w4n-
TATh W 3AMUCHIBATH PETUCTPHI W APXUBHBIE JAHHBIE HA JTOKAJHLHOM W
yaaneaaom LxDCS-xocte wan 11000M IPYyTOM CETEBOM YCTPOCTBE, MOI-
nepzkuBaoiiem nporokosn oomera MODBUS/TCP.

e lent_ modbused - kamerr MODBUS/TCP (MODBUS master), obecre-
quBaeT MukIndeckuit oomen mpanubivu ¢ MODBUS/TCP yerpoiicrsa-
MH. B KagecTBe IpHeMHHKA M MCTOYHUKA JAHHBIX HCHOJB3YIOTCSA PErH-
ctpol Rn.

e Icnt  send - mporpaMma, IepUOJIMIECKH OTIIPABJISIONIAS CETEBbIE Iepe-
mennbie (Nn), comepxkaiiue Tekytue 3Hadenust peructpos Rn LxDCS-
X0CTa, onpee/sieMbix B daitie koudurypanuu lent send.conf



e lcnt_ recvd - mporpaMma, NPUHAMAIOIIAS CETEBbIE TEPMEHHBIE OT OIpe-
nesennblx LxDCS-xocToB. Ilpou3BoguT BHIOOPKY HEOOXOIUMBIX TaH-

HBIX U 3aIIICBIBAET UX B COOTBETCTBYIONIHNE PETUCTPH RN XocTa-mpreMHHKA.
Pabora mporpammbl onpefersercs daiiiom koudurypamnun lent  recvd.conf

2.4. X Window HMI.

[Ipennasnadena mj1s1 0TOOpazKeHUs TEKYIINX U apXHUBHBIX TEXHOJIOTHYECKUX
JIAHHBIX HA MOHUTOPE paboueit craniun ¢ rpadpudeckoii cucremoit XWindows,
a Tak ke JJ1d 3aaHusl yIpaBIsionux o3aeiicrsuii. Habop n mocseioBaresib-
HOCTBH (pOPM OTOOPaAYKEHUST MOYKET 3aaBAThCA B JIIOOOM TOPSAIKE ¢ MTOMOIIHIO
KOH(DHUTYpammoHHbIX daitaop. [logcucrema BKIOYAET CIeAVIOMNE IPHIOXKE-
HU:

e lcvx menu - MeHIO BbIOOpa pOpM OTOOPAKEHH.

e IcvX mnemo - MHEMOCXeMa, 0TOOpazKaeT TeKyIue 3HAYeHUs TeXHOJIO-
FHYECKUX JTAHHBIX B BUJIe IMU(PPOBBIX U JUHEHHBIX IMTKAT U JACKPETHBIX
UHINKATOPOB Ha (POHE CXeMATHYECKOr0 N300parkKeHus MPOU3BOICTBEH-
HOTO 00BEKTA.

e lcvx  rview - oTobpakeHue TeKyIuX 3HaYeHNl aHaJIOTOBbIX U JIMCKPET-
HBIX DETUCTPOB.

e lcvx trend - orobOpazkenne UCTOPUYECKUX 3HAYCHUH TEXHOTOTUYECKUX
napaMeTpoOB B BHJIe TPEHIOB U TaOJINUII.

e lcvx  set - maHeJb BBOJIA VIIPABJISIONINX BO3AEHCTBUI U U3MEHEHU I1a-
pPaMeTpoOB.

3.5. WEB-HMI.

Ha6op 6unapubix CGI daiinos s http ceppepa (Apache, Nginx, Boa...).
Hononuurenbubix npuioxenuii (PHP u 1.11) He Tpebyercst. Habop u mocire-
JIOBATEILHOCTD (POPM OTOOpAZKEHUsI MOXKET 3aJIaBaTbCsl B JIIDOOM IIOPSIIKE
¢ TIOMOIIBIO KOH(MpUTYyparuoHHbIX (pailjioB, CTPYKTypa KOTOPHIX aHAJIOTTYHA
koudurypanunonabiM daitiam noacucrembl X Window susyammsaruu. Co-
CTaB MOJICUCTEMBI:

- lcgi_index - menio BbIOOpa opM oTOOparKeHUs, MOXKET 0TOOparKaTh
TaK 2K€ TeKYUIUe 3HaYCHUud JdaHHbIX.

- legi tabtrend - orobpazkenume MCTOPUYECKUX 3HAUCHUIT TEXHOJIOTHYE-
CKUX TIapaMeTPOB B BHJIE TPEHJOB U TAOJIUIIL.



3.6. Yupasagmoniue mporpaMMsl.

[Totb30BaTE/IH MOZXKET CO3/IaBATH IIEJIEBBIE YIIPAB/ISIONUE TPOTPAMMBI, HC-
moJIK3ysl pu paszpaborke oudbanorexkn LxDCS - pyHKIIE BBOIA-BBIBOAA, Pe-
ryJInpoBanusd, U paboTsl ¢ 6a30ii JaHHBIX. - lcc pattern.c - mabdson g co-
37aHAS YIIPABIAIONINAX IIPOIPAMM.



